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^^l^a^^^^ : DEVICE AND METHOD FOR SECURING INFORMATION 

ASSOCIATED WITH A SUBSCRIBER IN A COMMUNICATION APPARATUS) 



The invention is to provide a device, used in a 
communication apparatus including a cipher key 
generating module, for securing an information 
associated with a subscriber. The device according 
to the invention includes a storage module, a 
cipher key acquiring module, an encrypting module 
and a decrypting module. The information 
associated with the subscriber is stored in the 
storage module. The cipher key acquiring module 
functions transmitting an input to the cipher key 
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^^^^a^^i^^ <i^m^Z^% ■■ DEVICE AND METHOD FOR SECURING INFORMATION 
ASSOCIATED WITH A SUBSCRIBER IN A COMMUNICATION APPARATUS) 



generating module, and then receiving a cipher key 
generated by the cipher key generating module in 
response to the input. The encrypting module 
functions retrieving the cipher key through the 
cipher key acquiring module, retrieving the 
information associated the subscriber from the 
storage module, and encrypting the information 
associated with the subscriber using the cipher key 
to generate an encrypted information. After 
generated, the encrypted information is stored into 
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^SL^^mm^ ^^^m^^m • device and method for securing information 

ASSOCIATED WITH A SUBSCRIBER IN A COMMUNICATION APPARATUS) 

the storage module and replaces the information 
associated with the subscriber stored in the 
storage module. When the information associated 
with the subscriber needs to be used, the 
decrypting module functions retrieving the cipher 
key through the cipher key acquiring module, 
retrieving the encrypted information from the 
storage module, and decrypting the encrypted 
information using the cipher key to recover the 
information associated with the subscriber. When 
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^sn^mm^ (i^^m^zm ■ device and method for securing information 

ASSOCIATED WITH A SUBSCRIBER IN A COMMUNICATION APPARATUS) 

the decrypting module retrieves the cipher key 
through the cipher key acquiring module, the cipher 
key acquiring module transmits the input once more 
to the cipher key generating module, and then 
receives the cipher key generated once more by the 
cipher key generating module in response to the 
input. Thereby, the security of the information 
associated with the subscriber is achieved. 




5BENQ200207TW.ptd 



^ 5 I 



5BENQ200207TW.ptd 



^ 6 ^ 



i ^ ^mm.m (1) 

# m Hk 

^ m ^ ^ - m ^ ^ m% ^ s. ' m -k^ ' ^ 

m % - n % n (Mobile phone)- ^ ^^ 3fy 

(PDA) ' a ^ ^ ^ it m ^ £ # o ^ # ^ ^ £ 

m i^Js ^ — m ^ ^ t ' ii -a. # ;5'J it m it & - ^ 

^JiiMM (Cipher key generating module)' 'IH ^ ' ^# 
^^tt&tit^J^^ffi.^ tm^^M-^ (Subscriber 
Information Module card, SIM card)' H^f'Jfflt^^^ 





± m M m 








5^ 






it ffij ir^ 


it m ^ 


sfL 'f'^ Ao 5^ - 






itK 


j 


i^ 


n 






^ ^ t 


m -f^ 


.^m, \ VJ \^ U. ± A. J y 




3^ t ^ 






















Ji, n it 


tfi 


-to- 
ex 


it 


> 








-f® A ^ 'fiL S ' a 




* ^ 


it 


Ifl 








5 




* it #t 


# t m 6t t& ' ffl 




M # 


it 


m 


It 








^ ••• ^ 




>^ ^ l± 6^ t m " 




m jt ^ m 


















1^ ffl >^ ^ M 




' ift. ffij H 






it 


m 




it 


t Ba ^j*- 




^ ^ ^ # 't4 ' it m 




# it t ^ 




it 












% ^ ^ 






a 








"t 








% ^ 


ffi ^ t m ^ 


it tfL 






o 








m m. -f ^ 


* it >t ^ ^ ^ 






# 










t tfl .^J- 1^ 


' ffl a ^ ^ ^ ^ ^ 










> 








sfL *^ 


m ^ 


(Hash-based 



Message Authentication Code, HMAC)>t#i§l^ - GSM-A3 
>^ # it ^ > GSM-A8>t n- m ^ ^ ' ^ ^ ^ >^ >^ ^ = 0 itb ' 




5BENQ200207TW.ptd 



^ 7 1 



s-^ i^mmB (2) 






























ffl ^ ^1" 




$a. 






















o 


6^ n 


th 














it 










t 


tfl ^ 








^ ^ p 




it # ii 












it 








^ t 


tfL 


# ^J- 


• 


7x 


>T J /I J 












t 




o 
















^ — 




- m 


f 












i 


# 


it # 


ii 








1 • 1 J 
































^B. 4^ 




Ji- # ffe 


>^ irk 








> 


-fa 


















^ tfl # 

WIN* I^N 


is. 


1 /I ' ^ 






M 








# 




f 


t 


m M 












ftp ^ 












t 














i^ m 


o 


WL A 

'jyu* 






-ifo 














5 








m 






A 




>v 








t 
























t^ 




^ OCT 






H 








*^ 








t: 






# m « 




K 

-J - 


-Sit. >P 










m 




^.^ 








% 






>ir ' 




5n*3 












% 


— 


A 


-it 




i$. m 






- — 


>i ^ >^ 




tTL 

olVi "It^ 




'It ^yt T 










it 






A. n 






o 




4 


M 

*^ T'fl 


K ijfc 


^ - 


















o m 








A ^ 4)5? 




ti- ^ >fit 
wo mj J✓^ 




-ft m 
















tf 


- # 








J5'J S 




M 

7/T -^1^ 


[51 # 








m 




> 




itb 




tt 


A ?i 




' .a. ^ 


^* 4 






^ 1^ 




o 




























llK 










— 








^'J 


m m 








l: tt 






% % 


J^ '14 6^ 












f'J 












5^ tS: tf 


o 


— iTa 


a" ' 


J£ 












oTU 


ri-A. 










7v ^ m 




€ 


tt ' 


























m 


m ^ 






n n 










it 


tfL 




# 4^ 






tf 








5BENQ200207TW.ptd 



^ 8 S 





(3) • 






































A i »r 




J: 
















1^ 




J: 














t 


tfl 


o 












































m 










it 


tfl 






> 










;^ 








t 


tfl 






^ 4- ^ 






o 




jtb 






# 






. — 


i 








- — 






*^ 






n ^ - 


it 














tfl 
















It 


t 


tfl 






















It 


it 


tfl 












t 


tfl 


o 














> 




# 








- — 


i 
























— ■ 


it m tS: 








t 


IfL 


















It ^ 
















1^ it tfl 










# 




























it 






5^ >^ >^ 




t 


IfL 








> 










o 
















m 




^ Bl ^ 














T 


> 


it 




It 






^ t 


tfl 








o 

























A 










^ t 


tfl 










9 




m ^ - 


it 


tfl 






t 


> 










It 


it 




15: it 




m 






t 


tfl 


o 


it tfL 


ax 




ii 


J- 






















a 










o 




^ ^ # 


m 






- — 


lit 






It 










t 


tfl 'f^ 












- — 




# ^ M 




. 








# 






> 


- — 












- — 


m 




m 




o 


It ffl >^ 






tfl 






# 


;!?^ 










$3. 




o It 
















ffi a # 


it 


, — 






t 




5. 




















Pit 










tt ^ ^ 














tt 






t 




m 






- — 






0 


It 






^ .^j. # 


m 










m 
















It ^ 




> 


it 


J- 




It 




# M ,^ 


t 


#s 














tfl 




ii 


3. 
















It 




>^ ^ t 








5 


it 














t 


m 


° ;^ 


>^ 










tfl 




^4 ' 








tfl 










It 










1^ it 


J. 












It 




5BENQ200207TW.ptd 



^ 9 I 



i ^ -g-B^IJLB^ (4) 



u ^ m ^SL PS ^ m ^ 


6^ 




m ° 






m 




















af ' ^ w 


It 
















m 










5 


ii 




#t # M t #1 














ii 


J- 


Pit 




it. 












^ t m ^ ^ ' it 
















m 


o 




t 


> 


t 








.^J. .^t * ^ ^ ^ 


















9 














# # it ^ ^ ^ 


t 
















m. 








1^ 








^ n ^ A ^ ^s. 




M 


lair 






^+ 


















o 


















H 






T 










it 




m m ® ^ # it - 








O 


























^ m ^ n .^w m m 




































9 






. 






. 


it 




t5: 










t 




'f^ 4^ ^ £ ' ^ a m 




# 




it 


m 
















t 


tfl 






^ 4- ^ ^ " J-x T 








# 












It 














^ ^ M t^^, ^ # ^ 








< T 


> 














J- 






# 






































n ^ ^ m - ' 


























ik 








;5ffe #J ^ t tfl # ^ m 




1 06^7 ^ 


^1 








m 


O 




t 













1 0#, ffl - it tfl t5: m ' ffl iX ^ it Ifl t5: It 1^ - ffi ^ 
60 t tfL ° n m.t^m^ IjL 3. tl ^ - m A ^ m $s. (cipher 
key generating module)12' 5^^^J.:t^.^i 12-^. ffl JX^ 
— (Cipher key)" 

t m ^ ^ £ im tL ^ - m ^ m 102- - ^ ^ ^ 

4-|-#.^J. (Cipher key acquiring module)104- — ijxj ^ $3. 




5BENQ200207TW.ptd 



^ 10 I 



s. ' ^mn.m (5) 

(Encrypting module) lOQU 3. — (Decrypting 
modu 1 e ) 1 0 8 » ;!r^ M # M M 1 0 2 ' n ^ ^ t tfL m ^ 

^ n f4 ^ m ^s. 1 0 = 1^ ^ ^ ^ # # 10 4# ffi i-x # it - #r 

/V t ^ ^ ^ >^ ^ 1 2 ' itb ^ ^ t T i-X ^ # ;^ 

it tfl t5: ^ m ^ - ^£ ^ ^ ' #J ^ it tfl tS: t ^ ^ 6^ ® 

ff} n. 1t ti^ ^'J ^ (International Mobile Equipment 
Identity, IMEI)" m ^ ^ A i. M M 12;^ ijt f'] It 7^ t 

^ ^ # # 1 0 4# i|t * ^ ^ a ± M 1 2EJ it ^ ^ t 
^ >t ^ ^ ^ ^ » 

- * It # i'^'J t ' ^ ^ ^ ± M 1 2# A- ^ - ?i ^ 

# ^ *i ' #j ' m-tmrf^^m^m%m^ 122= ^ 

^ t ^H- -f^ ^ * II 1 2 2t ' M i§ >t # ift ffij >^ i 

- * It ^ ;5fe -f?'! t ' ^ ^ ^ ± M 1 2# ^ - ^ ^ t 
m (SIM card) ° m ^ # ^ II T >^ - HMAC>t * 
it II - - GSM-A3>^ ^ ^ 1^ ^ - GSM-A8>t # it H . . . # ° 

^^h ' a±^^6^^>fe-tb^J'X^.m*>t*i§ll 122' 
^ ^ ^ >t ^ & 1 2)^ fl ^ # ^ - ffl ^ ' m ^ ^ t 
m m ^3. ir t ^ n ^ ^ ^ m m ^% (international Mobile 
Subscriber Identity, IMSI)' m A ± ^ is. 1 2#, IhJ it 

n ^ ^ f m ^ n m ^ ^ ^ n m ^ ^ - 

n m ia. 10 m ^ i-x * ^ 1^ # m 10 4#i ^ 1^ 
^ ^ ' ^ 3. ^ m m ^ is. \ ^2n ^ it m ^ ^ " m,'A ' 




5BENQ200207TW.ptd 



^ 11 1 



i > ^^mtam (6) 

m m ^3. lom ^ n m ^ M n ^ ^ ^ ^ t{i ^ > it Tfij ^ 

^ - ^ t tfL 0 t tiL 6^ ^ ' ^ M. i. ^ m ^ ' M 

^ t m ^ # M # 4^ .^5- 1 0 > ii J. 4 ^ # ;^ 

10 2l^^ffl>^ 6^;f^tfL " :^ m M ^ t ' :i(ogI— ^ 
' ;&ti ^ ;m .^5- 1 0 6#> * ^ i it tfl t5: 14l - ^ m !^ 
m ^ ' it ffn *i- ffl ^ ^ t m ;!?o ^ ° 

it - ^ ' # 1^ ^ ^ ^ t m S ^ -f^. ffl ' ^ ^ M 
1 0 8#, ffi j-x M * ^ ^ # lOAm^n ^ ' ii J- 

M # M .^a \ ^2n^n iio ^ 't ° 1^ ' ^ m ^ ^s. 1 0 S-f^. ffi 
^ ^ ^ t tfl ^ ^ ' it iTo 41. ffl ^ ^ t m ° ^ m 

m ^ ^ ' # ^ ^ M 1 0 8.^ * ^ ^ ^ # M ^5. lom 

W ^ ' 1^ ^ ^ ^ # 4^ 1 0 4#, # # it ^ ^ t # 5- 

^ ^ ^ M Ma 12' ii J- 1^ 44 ^ "l^ * ^ ^ >t ^ +^ .^i 1 2iHj m 

^ t '1^4 ffii # ^il ^ ^ ^ ^ ° ^ t ^ M B t ' ® - m 

^ ' ^ ^ 4^ Mj. 1 0 8#. ^ ^ i it tfl tS: ^ - .|g m m 

m tb > iffj m u m ^ " 

^ t M t ' ;&ti ^ M M 1 0 A ^ ^ M M 10 8#, 
^ a ^ ^ ^ — # .^s. ° 

* a Jl f^i- ^ - ^ ^ # ^?'J &^ tiF iilk ' ^ ^ 6^ 8^ ^ 

M jjo m A ^s. ^ m ^ ^ 't tfi ^ ' ^ ^ # =^ ^ # ^ ^ ° 
ffij ' 1^ it m ^ ux t tfL # ^ ^ ^ 1 Oii ^ ffft # ^ 

^ » # ^ ^ # ^ ^ ' '^if ffl f 'J W ^ >t ^ 4^ M 12' 'f?'] 

S I M-t ° S itb ' # it tfl it lit ^ ^ if H ' ^ ffl 

>^ t ^ 1^ -H- A ^ ^ f ^ ^ iii 6^ ffi >^ ^ t tfL ^ ^ ' 'SL^ m ^ 




5BENQ200207TW.ptd 



^ 12 I 



i ^ ^mn.m (?) 

m J^-. t ^ m m ^a. 12^^^] -k^ ' S I M-^ ) ° - ifb t ' 

^ A ^ m ^a. 12^ ^ ^? ^ ^ ^ ^ ^ ^ n tf ' ® itb ' 

^ ^1- ^ f- tfL -f^ ^ ^ s. ion ^ B ^ ^ t m # ^ #i ^ ^ 6^ 

4^ " ii J. ' >fR 4^ # ^ t 1H. 'f^ ^ ^ ^ 1 06^i t5: tf ffi ^ ' 
H it ^ ^ 'f^ * » ill iib. ' m ffl ^ ^1- ^ tfl ^ ^ ^ 

10' ^ ^ :f if it tfl t5: ^ 1^^ # Ife >a ;f it A ^ 4^ 

T ' it $'J ffi ^ ^ t m 6^ ^ ° 

jtb ' it m it u% ^ §^ /^it m ^ ' T a # A >fs 

A Se. 4 * >i 6^ ^ ^ ^ ^4 M 1 2 (#J :&n ' S I M-^ ) ' ^ it ^ 

m Kit. m it m it la^ ' # t& i e> #t # it tfi ^ i 

6^ t tfL ^ ^ ' rfi7 ^ >^ 1^ ^ ^ A M # ;^ 1^ it tfl ft 1 1^ 

6fj t IfL " H itb ' m ffi 4^ t tfl i^ ^ ^ I: 10' ^ 

^ > m it ^ ^ 'fg. * T ' it i'J ^'J -f^ ^ ^ 15] >f^. ^ 

* # 4 t tfl o 

a T )lf idt m ffl ^ # a^ ^ ^ - l5l <i ^ It ^ f?'J ^ 

t m ^ ^ 1. 1 06^ t tfL 4 ° -1^ t m 4 >^tL m # 

1^ it m t5: ^ m ' m ^ tt t^iSL ^ \^ — m ^ m 

m o it m t5: it lil J- & ^ - ^ >t ^ >m .^5. 12' w ^ ^ 
^ 4^ 1 2# ffi a ^ ± - ^ ^ ° 

^ m ^ m yf^ ' -Tib ' ^##^S20' ifit-ltA 
tf4-g-t^^^>t^^^.^i 12° ' #.#^1^821' 

^ A ^ m ^a. 12^ M m K t ^ m M. ^ ^ - ^ m 
'A ' # S 2 2 ' -ft ffl ^ ^ f t ffl ^ ^ t m i/o ^ ' it 

^ M. !k - ^ t i^ " 




5BENQ200207TW.ptd 



5^ 13 I 



s. > ^mmn (8) 

' ^ ^ ^ m n m n ^ ^ ^ t m ^ ^ ^ ^ ^ 




^ " ^ 9 m S23^ ^ ^ ' ^ m M m m :^ ^ 











^ ' a >ft ffl . MiJ ^ # ,W S 2 4 ° 










S 2 4 1 ' # # ^ >^ t *4 5- ^ ^ >a ^ 




.i^iL 12° 




m 


S2A:^ ' ^ ^ m S25° S25 




t ' 




•It * 




^ ^ :i ^ .^^ 1 2iHj m ^ ^ t # ^ ^ ^ 




o 




m. 


82 5:^ ^1. ' ^^^#^^1^ 826° ;^#l^826 












^ n ijxi ^ 1 m ^ ^ '^^•'^'itnm^^'t 












^ it tfi ^ ffl ^ t m ' ^ ^ % m ^ t 




lit 








iH ^ ' §i ^ ^ ^ ^ # M # i^: 5- ^ ^ ^ ± 








^ t 




^ - 1^ t # ° y m n ^ ^ % ^ 






n. 




in 


^ ^ ^ A >f S ' ^ii: - >t. ^ ilf r;^ ° 
























4^ ^ 4 3 06^j ^ # ^ ^ t 11 ° It t IfL -f^ ^ ^ 





3 0#, ffi - ii m t5: 3i^ ' ffl i-x -f^ 4r 1^ it tfL t5: ^ 3^ - ffi ^ 
6^itm ° Mitmt^^ 3iLJ.^'|--^^^^;m,^ 32' t^W 
^ J: ^ M 3 2#. ffi J-X ^ i - ^ ^ o 

It t Ifl ^ ^ ^ 3 ^ - jit # M 3 0 2 ^ - 1^ a: t # 
:t la 3 0 2 ^ - W ^ ^ # M .^^ 3 0 4 ^ - ^ .^b. 3 0 6 ' a 
- ^ M .^i 3 0 8 o ^ 1^ M # la 3 0 2 ' ffl >^ t tfL # 
M # ^ ^ # ^ la 3 0 2j^ = 1^ 1^ t # >^ ^ ^ la 3 0 3#> ffl J-x 
^ ^ - PA 4^ ^ ^ t # ° n ^ ^ m $s. 3 0 4# ffl a %Pa 
a t *4 >t ^ # la 3 0 3>4 # 4t Pii ^ ^ t ^4 ' ii J- # it 




5BENQ20O207TW.ptd 



f 14 I 



i ^ i^mt^m (9) 














J- -I:??; O ^ <Ii Jl_ oltL O £j>V > 


ifi^ Si| "t^ I^f M is;. yV 






o ^ S t# l^f i# ^ yV M ' # S_ 


a. _ ^ ^ o l^f , 




. "ffl 


^ ^-1- ^B- 3 0 4^4 ^ M ^ ^ 

1^ *»'J3- O U rf^-sC Cw cf-^ 'ill /3E- 


^ M 3 2® ;ft ;t# 

oiD- fci ^ //<1> t»'<Js lifiU 








— i It ^ *fe 


1 






ilt ^ i€ M ' -f^'I -^to ' IS 
^rr -t^t J >^ 






^/r 6^ H >^ ^ IS. 3 2 2 ° 


M M!r ^ 'S- M # >v 






•^T^ jsji^ \J Lu Lt \ v'jE- UIJ 


tL ^Jt- fA* 
^ 5^ ^ ° 








* It * ^fe 


t 


5 


m ^ M. m ^s. 3 2#, ^ - ^ ^ t 


tfl M (SIM card) 


o 




^ ;C >^ # it ^ ^ - HMAC^^ # 



> - GSM-A3^^#ii#^ - GSM-A8>^#^#^ ° 

n m ^s. 3 0 6# ffl u * 1^ ^ ^ ^ # M som^n 

^ ^ ' jt 3. ^it n m ^ m ^a. zo2m ^ m ^ ^ t^L ° ' 

1^ ;&o ^ M 3 0 6^^ ^ 1^ ^ ^ t^i- 1^ ffl >^ t tfl ^ ' it >t 

^ - ^ t tfl » t t£ ^ , ^ A i. m m t ^ 'A ' 

;!ro ^ t tfl # # ^ 1^ 1^ ^ t ^N- fst # M # M 3 0 2 

1^ ' M. 3. s. m ^ ^ n u ^ m ^B. 302p^ ^ m ^ ^ ^ ° m- 

t M ^ t ' tJco IS ^/f . n m ^s. 3 0Q% ^ ^ ^ n 

m tk — m ^ m ^ m ^ • ^ n %t m ^ ^ ii^ 

it - ^ ' # ffl ;^ ^ t m 1^ # -f^ ffl . ^ ^ M 

3 0 6#, ffl a .^f: * 1^ ^ ^ ^ # >fg 3 0 4#l ^ ^ ^ ' 3. ^itn 

f4 # M M 2>{)2U ^ i% ij^ ^ t m ° fit ' ^ ^ 4^ 3 0 8^^ ffl 
^ ^ ;!?t7 ^ t tfl ^ ^ ' it ffij 'I^ 41 m ^ ^ t tfl ° ^ 
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s.-^mn.m (10) 

m ^ A ' # ^ ^ 3 0 8^^ * 1^ W ^ ^ # .^JL 3 0 4#| ^ 

^ ^ ' ^ ^ ^ # 3 0 4|jj n U ^ m ^s. 3 0 2#S ^ P4 

^ ^ ^ t *^ ' # # P4. ^ #r ^ t # ^ ^ ^ >t :t M 

32' iiJ-ia^^#»)^*t^^^>t^MM3 2EJ>!it^ftta:^^t 

^ 3 0 8#, ^ ^ i it IfL 3^ — |g ^ tfL ^/t t<> ' it 

1^ ^ t tfl ^ ^ ° 

IT 1^ ii ffi t ' m m ^s. dOQa m m m m. 30 8# 

^ J-X ^ ^ - ^® ^J. = 

^ jL m ^ ^ ^ A n t ^ n ' ^ ^ ^ m 
^ ^ fA m t A m ^a. M. ^ ^ ^ ^ t ' m ^ 5k n ^ 
^ ^ 't tfL ^ i^^ ^ ■> 

J-:^ T )lf # i4L m ffl ^1: # 4^ ^ ^ ^ It ir ^fe 'f?'] ^ 

W tn -f^ ^ ^ S 3 06^ t m 4 >^1l ^ ° 1^ t Ifl .4 m ^ # 

;!r^ 1^ it m it 3i^ ' ffi -f* ^ it tfl t5: # 3^ - m f' ^ t 

IfL " it m t& # 3ii J- ^ ^ - ^ ^ ^ 3 2 ' ^ ^ 

:t is. 3 2# ffi J^A a i - ^ ^ o 

1^ ^ t ^1-4 ° -I* ^ ' ^ n ^ m SAl > # it a: It ^ t # 5- 

^ ^ ^ ± M .^J- 3 2 » # ^ ' # ^ 1^ S 4 2 ' ^ 111 * ^ ^ 
>t±^M3 2lHj;^t^l^;^^^t*^^>t:t^.-^^ " ' 
4^ie#I^S43' j^^^^^jr^t^ffi.^^tm;&o^ ' ifrj A 

± — ^ t ITl ° 
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s.-mHnm (ii) 

ffi ° ^ ^ 1^ s 4 4^ M ^ -fr ^ ' ^? m n m ^ ^ 

t IR. ^ 4 ^Jl ^ ^ ' i-x ffl ' I'J # S 4 5 ° 

;^ ^ S4 5t ' ^ n m m ^ t ^ S. U m A 

^ m 320 84 5^^4 ' ^ ^ n ^ m S4 6° 



1 



A ± m ^3. 32w M n ^ ^ ^ t n n- 

^ S4 6^ ' # ^ ^ .1^ S4 7° ;^ ^ 

ft ;i/t7 ^ t tfl ^ ^ ' it ffij '1-^ ^ti^ m f' 



S4 6t ' ^ ^ m i 

M. ^ ^ ^ ° 

^ S4 7t ' ffl d 

# * j-x Jl ^ * ^ IT ^fe <?'J ^ it ' # #• sr H An >f ^ 

it II- # ^iL 1% # # ' tTn ii ^M:^ -L it m # S 6^ a ^ 

^ ^ ^ f=f # ^ la ># a Pf< ^'J ° ^ itb ' ^ @ 6^ ^ 

:t It t& 1. 4- ^ St ^ A * # 6^1 ^ -^^ ;^p^ # ^/r ^ t tf 

# ^'J Ie. SI 6^ IS ># ' 
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m A ^ ^ m 



SI 














"/I 








-fx 




















-iiT -^n- 
stli ax 


















W] 




















eiL 












aX 










66 








o 
























ill 




















-fx 




'St' 










"^S- -^fl 








« V 




tfl ^ 


if 






o 






















H 




#^ 








-4- 
















m ^ 














it tfl t5: 


it 








tfl 




















> 






t 


tfl 




± ^ % 




ii 






















O 
















SI 


izg 








it 


































4r 






6^ 


t 


m Ml 








.o 























@ ^ ^ # ^ 1%. 





1 > 3 : 


it m 






1 0 


- 30 : 


m 'f^ ^ 


1 2 


^ 32 : 




A i. m 




1 02 > 


3 0 2 : 


# m ^3. 


104^ 


304 : 




^ # M 




106- 


3 0 6 : 


m M Ii. 


108> 


308 : 
















303 : 




t # >i. 


^ >^ M 








122 - 


32 2 : 




>n % m 


If 





















i 


i 




i 


1 
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m ^ (Subscriber)^ — #tfL ' t^iitflt^Llt^^ — 

(Cipher key generating module)' M ^ ^ ' 

— ^ m ^s. ' % m a ^ ^ n m ^ ^ 1 ; 

— ^(Cipher key acquiring module)' 

m j^j^ - m ^ t ^ B ^ A i. m > 3.f^ ^ 
^ n ^ ^ M. !L m ^ m ^ t m & i. ^ - m ^ 

(Cipher key); 

— ;*o^M.^B. (Encrypting module)' ffij-X.lt*^^ 

^^#^4.^#i^t^^^ ' 3k 3. ^fi m m ^ m ^s. m ^ n m ^ ^ 

t m ' ii J- Fit ^1. ffl ^ ^ *f ffi ^ ^ t tfl ^ ' it ^ 
^ - t tfl ' ^ t ' >t ^ ^ # tfL ' ;&o ^ t 

tfi ^ ^ u ^ m ^ ^ 3. ^ n ^ ^ u n ^ m ^s. PH m 

— (Decrypting module)' -tt^^^^f^lfl 
^ # -ft ffi ' ^ ^ .^J. ffl J-X .IS. * 5^ ^ ^ ^ # .ij. ^ 

m ^ ' M. M. ^ m u ^ m ^s. ^ m ' J- 

^It ffl ^ ^ # ;&t7 ^ t m j# ^ ' 3t ffij 'f^ 41. ffl >^ ^ m ' 

* t ' t # ^ M * ^ ^ ^ # M #i ^ ^ ^ . 

^ ^ ^ # M M I'J # # iH It ^ t # 5- 1^ ^ ^ ^ :t 

' ii J- 1^ 41 «ll * ^ ^ ^ ^ ± .iJ. EJ >!i 1^ #r >^ ^14 # 

>^ ^ ^ ^ ° 

2 ^ :^ t tf ^ IS ^ 13« m iiit ^ ^ 4 ' ^ t 1^ #r ^ t # 
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# ^ # ii tfl tS: ^ ^ - ^£ ^ ;^ SI ° 

3 ^ M.^ n ^ n m ^ m ^ ^ ^ ^ ^ n ^ ML ^ 
m^p^m^^^-^tm^^Km. ' n m ^ a ^ m ^s. w m 
m ^ n ^ m ^ n m M n m ^ ^ ^ ° 

4 > ^ ^ n ^ M ^ m ^ im m ^ ^ % ^ ^ ^ m m ^ M. ^ 

$s. i^. ^ — m ^ t tTl M + (Subscriber Information 
Module card, SIM card)" 

5 ^ ^ ^ n ^ n ii m % m ^ ^ ^ ^ ^ ^ m 
^ n m m ^a. i% ^ ^ ^ n - m » 

6 > ^ t tt * ^'J Ig. a ^ ^/t ^ ^ ^ ' * t ^ ^ ^ ± 
.IB. * ^ - fl ^ >t # it 1^ ' ii X ^ ^ t #^ ^iL ^ 

ii§ll#. 47^^*^ HMAC(Hash-based Message 
Authentication Code)>^^itl^ ^ - GSM-A3>^ # ^ II a ^ 
- GSM-A8';t #^lim.^^^-#.^i# t^/rit^^-^t#iS 
II = 

8 ^ - ^ ^ ;5?^ - it tfL it ^ ^ ^ ' 1^ ^ i # ^ J-X >f^ J^ - 
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m ^ (Subscriber)4L-ttfL ' l^iatfLt^^^^-^^^^^ 

MM (Cipher key generating module)' ^ % - 

- f4 ^ m M ' # ffi a fst # ffl ^ ^ t tfL ; 

- ^ m t m A ^ m ^s. ' ^i^AA^-m.m^^'^m- - 

- MM (Cipher key acquiring module)' 

#. ffi a Bi t # >t ^ M M # 111 Pit #r ^ t # ' ji X 

# itl^ It 4^ ^ ^ t ^ 5^ ^ ^ ^ i M M '. ii J- fit -J^ •jl * 



(Cipher key); 











TEnrrvnti no* 


module)' ffl i-X ^i. A M 


/.A^ -CL, >JS 

^ ^ -f-r 




Lr-k 

m- 


#M ^ 


3^ ^ds 'm ' in. -H- 


AAA ->-?r AJi Zc» -flrt -»--?- [3:3 1^ ^ 


t m ' 


ii 




It ^4 


ffi ^ ^ 


n B ^ ^ t ^ ' it^Tfj^ 


^ - 




t 


tfl ' 


* t ^ ^ A ± 


n ^ t ^ ' ;&o ^ t 


tfL -flf 






It 


^ ^ t m M # 


^ tl #t # M M 1^ ' ii J- tl ^0 


>S6r 






#t 


^ ^ m u ^ 


M 6^ ffl ^ t tfL ' i-^^ ^ 










(Decrypt i ng 


module)' -tt^ffl^^f^tfL 


s # ^ 


-ft. 




' 


^ ^ M M 


ffi J-X .^^ * ^ ^ ^ # M M ^ 


^ ^ 






ii J- 


^ii n m ^ M M 


^ 1^ ^ t tfL ' ii J- Ft ^1. 










^ t m ^ ^ 


' it ffij 41. t^ ffl ^ t tfL ' 


* t ' 








M MM. * 5^ ^ 


^ ^ # M M #1 ^ H ^ ^ ' 


^ ^ 




# 




M'j u u ^ m 


M #1 ^ 1^ Pt ^ ^ ^ t 't4 ' # 


^^i;. # iH 




It 




^ t # 5- ^ 


^ ^ M M ' ii J- It 41- # 111 


^ 5^ ^ 








M © a. 5^ Pt ^ 


llr ^ t # =^ >^ :t ^ t^ W 
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9 > -ko ^ n ^ 

m M % ^ ^ - 



M ii m % m m iHL ^ % > ^ ^ u m ^ m. ± 
n ^ m ^ ' ji x it ^ t # # ^ 

^ M. !k it m ^ " 



1 0 t tt # ^'i IE ® ^ 9:^ iitL ^ ^ a ' * t W ^ >t ^ 
M M#> >^ — ffi ^ # m;|=^ .^-^ (Subscriber Information 
Module card, SIM card)° 

11^ ^ ^ n M %im ^ \m ^ % ' ^ 1 fi tr >t # 

3§^#. HMAC(Hash-based Message 

Authentication Code )-;^ ^ it 1^ - — GSM-A3^t # it a 

- GSM-A8>^ # it ^/f .^a ^ ^ - # M # ^ m ^ - m % 

12^ t # ^'J ie, ® ^ 1 1^ m idL ^ m 4 \ ^ ^ m ijxi m ^s. 

n n m m m ^s. ^ ^ n - ° 

13^ - ^ e ;^ - ii. m -ft # Ifl >4 >r >i ' t tfl >^ 

SI >t # ffi a ^ — ffl >^ ( S u b s c r i b e r )^ — 1^ tfl ' it IfL 
tS:^^-!- — (Cipher key generating 

module)' 1^ ITl .4 ^ >^ ^ ^ T 1^ : 

# it - ^ ^ t # ^ ^ >t ^ «^ ; 

^ * ^ ^ >t :t iHj m ^ A t # m >i. it ^ - ^ 
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5^ ttt^^'JIa® 
^ ( C i pher key ) ; 
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IfL 








ifc rfn 


^ — 








tfL ; 
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^ 






> 
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"It * 














EJ M M 






















ii JL 
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^0 ^ t 


m 








it 












t tfL 


o 






























m 






it 
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tfl 














t 










it 




it 




















15^ 






4- 

'J 




IS 






m 








tfl 


^ j£ 




Jl 


t 






ML 






















5 


ii JL 


liw >V 




1 1 




'f^ ^ 






it ^ 




it 


ifij A 










O 














■kP 






^'J ie. 


SI 




13^ 




it 
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tfl 








t 






A 










# - 












♦ 












M 




X 


^ TT 
















% ^ 






















































m 






m 


it 






tfl 








t 






A 












>^ t 


m 








( Subscr i ber 









Information Module card, SIM card)° 




IS- -kp ^ n ^^'i $1 m ^ 1 7:^ m it ^ t m >4 >5- ^ » * 1 

m n >n ^ ^ ^i^. * - HMACCHash-based Message 

Authentication Code)^^#it^ > - GSM-A3-;t#i^$^a^ 

- GSU-kSm # it m i^iL ^ - ^ M # t ^ it ^ ^ - # ^ 

1 9 > — # 4^ ^ - ii tH. t5: i't 1^ ^ t Ifl 4 ^ ' t tfl -4 
;^ ffi a ^ — ffl ^ (Subscriber):^ — t tfL ' it m 

t^'^^'l' — (Cipher key generating 

module)' U 't tiL ^ JS. :^ tl ^ T f'] ^ - 

^ m m ^ ^ ^-^ ^ m ^ A ^ m ^a. ; 

— (Cipher key): 

ffi ^ ^ ffi ^ ^ t IfL ^ ' ^ A ± - m t 

'ti^ffl>^:t:tm^^?^'f^fflaf . n- n m. m ^ ^ 

t ^4 ^ ^ ^ ^ >t ^ ^ M ' ^ il^ * ^ ^ ^ M 13 it 1^ 

^ ^ t # # =^ ^ ^ ^ ^ ' ^ 3^ m n ^ ^ n ^ 
t m ^ ^ ' ^ ^ ^ 't ° 

20- -kp ^ n ^ $1 m ^ i9m m ^ t tiL A js. :^ }i: ' ^ ^ n 

^ A !k m ^s. r^. ^ ^ - m ^ m % m H ' ji j. ^ t # # 

'f-^ ^ # iS 1^ ' it t^T) >t ^ ^ ^ ° 
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5^ ^ tttJ?-#'Jlaffl 

21^ -kP ^ n ^ m $1 m M 20m m ^ t ^ ^ ' ^ 1 

^ ^ >t ^ M M # ^ — ffi >^ t m (Subscriber 
Information Module card, SIM card)" 



i 

7 



2 2^ :ito t ^ ^'J 1^ H ^ 2 1:^ ^/r it t m -4 S ^ ' ^ t 

tr >t #it^ JVl^*- HMAC(Hash-based Message 
Authentication Code)>^#i§^ ^ - GSM-AS^t^iSI^J-XA 
- GSM-A8>t # iS ^ m .^.a ^ ^ - # M t t m ^ 4l - >t * 
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^ 1/25 I 



% 2/25 I 





^ 3/25 I 



m 




% 7/25 I 



% 7/25 I 




^ 8/25 I 

mmmm 





% 9/25 I 




% 9/25 1 




^ 10/25 I 




^ 11/25 K 




% 10/25 S 




i 



% 11/25 I 




»1 



f 12/25 I 




^ 12/25 1 




^ 20/25 I 



^ 21/25 K 



12 



10 



122 



'i* 
>t 



104 



102 



s ; 



106 



108 

S 



.ptd 



I 



S20 



S21 











it: vfr) J. :i — ^ 


ttfl 



S22 




I 



^ * ^ ^ ^ ^ # 1 2 ISJ y!t 



I 



S25 



S26 
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30 



322 



303 
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302 

s ; 



304 



306 



308 

S 
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i 



S40 



S41 



I 



S42 




S43 



■^^^i^i^ m fit *^ ^ t 



I 



S45 



# i)t * 1^ ^ ^ ^ ^ 1 2 EJ ;t 



I 



S46 



S47 
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